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National University Corporatidﬁ Hokkaido University

Guidelines for Information Ethics
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Anyone who does not abide by these guidelines and causes harm or damage to others, resulting in civil or
criminal liability or loss, shall be held personally liable. Furthermore, the violator may also receive disciplinary
actions in accordance with Hokkaido University’s regulations.
Users of Hokkaido University's information resource and
information system are required to abide by the following rules.

Do not use the information for purposes

1 other than education or research and any
work related to them.

Example of violation:

P Conducting online trading using a device

connected to Hokkaido University's network

2 construed as defamation, slander,

violation of human rights, or harassment.

Example of violation:
P Posting on social media using threatening or degrading language

Do not engage in conduct that can be

Do not leak any information where
8 there is an obligation to protect its
secrecy.

Example of violation:

P Uploading on the internet a class name list that
includes addresses and telephone numbers without
the prior consent of everyone

P Publishing on the internet unpublished information
that was obtained while working on a task

P Uploading a file with confidential information to cloud storage
and making it visible to anyone due to wrong settings

- 7/ 7

Do not receive or transmit information
which infringes on public order and
standards of decency.

Example of violation:
P Intentionally uploading or downloading obscene
images or videos

iy |

Do not transfer or share your Identification card
or user identification number (ID) to a third party.
Example of violation:
P Sharing your own ID and password and enabling the use
of an information device for a friend who is unable to log in
to an information device after forgetting his or her own ID

Do not infringe on the privacy of others
nor the rights to one’s portrait.

Example of violation:

P Posting a photo of a friend or research facility
member on the internet such as on social media or
a blog without prior consent from the person

1 -

7

Do not infringe on the intellectual
property rights of others such as
copyrights and patent rights.
Example of violation:
P Installing and using software for which there is no
clear ownership of the software license

-

Do not engage in the transmission of
false information, fraudulent activity, or
the misrepresentation of others.

Example of violation:

P Spreading unreliable information on social media

which damages the reputation of others

Do not engage in political activities,

7 religious activities, and activities for
commercial profit.

Example of violation:

P Publishing information about a political organization

you support within the university's website and others

Y 4

10 Manage your password properly.

Example of recommended practice:

P Using two-factor authentication based on the
importance of the information handled

Example of violation:

P Making it easy for others to see your password, such as by
writing it on a piece of paper and posting it on the PC monitor

P Another person gaining unauthorized access to the
information system due to your usage of a weak password

the efficient use or operation of the
information system.

Example of violation:

P Mass downloading of documents from an electronic journal
even though it is prohibited in the terms of use, resulting in
access restriction across the whole Hokkaido University

12 violates other laws and basic social

ethical standards.

Example of violation:

P Intentionally infecting another person with malware
by sending a malware-infected email

1 Do not engage in conduct that hinders

Do not engage in conduct that

P Continuously sending ideas, opinions, and others that are not directly
related to work to an unspecified large number of faculty and staff

ICT Promotion Office
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